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Abstract—In nowadays complex and interconnected society, 
organizations are required to implement information system 
security as well as risk management. Nevertheless, in the fast 
moving and always more regulated environment in which we 
evolve, dealing with such requirements remains a challenging 
issue. In that regard, our previous works have consisted in 
considering the field of enterprise architecture to support 
Information System Security Risk Management (ISSRM) and 
more specifically the difficulty to have a clear and manageable 
documentation for this activity. The output of our research is 
currently an integrated model built on the mapping of concepts 
from both domains, allowing dealing with ISSRM using 
enterprise architecture paradigm. Our objective is now to suggest 
a visual syntax for this integrated model, deemed as necessary to 
support the practitioner to document the ISSRM steps. As a 
candidate for such a visual syntax, this paper analyses the “Risk 
and Security Overlay” of the ArchiMate language through two 
complementary aspects: completeness of the notation with 
regards to our integrated model and cognitive effectiveness with 
the nine related principles elaborated by Moody, also called 
“Physics of Notations”. 
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I.  INTRODUCTION 

Nowadays, Information System (IS) security and Risk 
Management (RM) are required for every organization that 
wishes to survive in this networked world. Whether for purely 
compliance purposes, business development opportunities, or 
even governance improvement, organizations tend to implement 
a security strategy based on an ISSRM (IS security RM) 
approach. However, the difficulty of dealing efficiently with 
ISSRM is currently growing. In a nutshell, the main issues 
identified are: 

• The complexity of current IS that are, in addition, 
continuously evolving [1], [2], 

• The increasing number of risk-related regulations 
needed to be managed [3]–[5],  

• The difficulty to have a clear and manageable 
documentation for ISSRM activities [6]. 

Enterprise Architecture Management (EAM) has shown to be 
a valuable and engaging instrument to face enterprise complexity 
and the necessary enterprise transformation [1], [7]. It offers 
means to govern enterprises and make informed decisions: 
description of an existing situation, investigation and expression 
of strategic direction, analysis of gaps, planning at the tactical 
and operational level, selection of solutions, and architecture 
design [8]. Our research agenda [9] aims at integrating EAM 
with ISSRM, to be able to deal with the preceding listed issues 
related to the complexity of organizations and associated risks. 

The first step in that direction was the integration of ISSRM 
concepts with EAM concepts in a model called the “EAM-
ISSRM integrated model” [10], [11]. The next step consists now 
in the definition of a modelling language (i.e. a graphical 
notation) to support this “EAM-ISSRM integrated model”. Such 
a language will be used by practitioners to document the different 
steps of ISSRM and enhance decision-making all along this 
process [12]. It will thus contribute specifically to address the 
difficulty to have a clear and manageable documentation for 
ISSRM activities – the third issue identified above – by 
completing the EAM-ISSRM integrated model with a graphical 
notation, the latter being considered as more expressive and 
maintainable than the traditional table-based approach of ISSRM 
[6]. 

Instead of starting defining a new modelling language, we 
first want to assess existing one(s) in the literature. Amongst 
them, ArchiMate is a standardized modelling language developed 
by The Open Group, an industry consortium developing 
standards, to provide a uniform representation for diagrams that 
describe Enterprise Architecture (EA) [13]. In 2015, a White 
Paper aiming at providing guidelines to ArchiMate users on how 
to model enterprise risk and security with the ArchiMate 
language has been published [14]. The contribution of this White 
Paper has been called a “Risk and Security Overlay” (RSO) of 
the ArchiMate language.  

The objective of our paper is to evaluate the support proposed 
by the RSO to represent graphically our EAM-ISSRM integrated 
model. This visual notation needs first to be able to express the 
concepts of the EAM-ISSRM integrated model. It is then 
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necessary to take into account the target group of our notation 
that is information security risk managers. This target group is 
not used to use modelling languages in its daily work, especially 
those related to EAM, and our language needs so to be effective 
to this target group to convey information, i.e. to be cognitive 
effective [15]. The evaluation of the RSO presented in this paper 
is thus performed at two different levels: completeness and 
cognitive effectiveness of the notation. First, we will assess the 
conceptual coverage of the RSO with regards to the EAM-
ISSRM integrated model (does the RSO provide a complete 
coverage of the EAM-ISSRM integrated model?). Second, we 
will assess the cognitive effectiveness of the RSO (is the RSO 
cognitive effective to support the users in their ISSRM 
activities?). 

The remainder of the paper is structured as follows. In the 
next section, the background of our work is described: it 
introduces the EAM-ISSRM integrated model and the RSO 
proposed for ArchiMate. Section III is about the alignment of the 
EAM-ISSRM concepts with the components of ArchiMate 
suggested in the RSO in order to assess the completeness of the 
notation with regards to our conceptual model. Then, Section IV 
presents the assessment of the cognitive effectiveness of the RSO 
when modelling risk and security with ArchiMate. Section V 
discusses the related work. Finally, Section VI concludes about 
our research work and presents our future work.  

II. BACKGROUND 

A. The EAM-ISSRM integrated model 

The EAM-ISSRM integrated model has been built by 
extending the ISSRM domain model [16], a conceptual model 
depicting the ISSRM domain, with EAM concepts. The core 
ISSRM domain model is composed of three groups of concepts 
(see Fig. 1): 

Asset-related concepts (light grey concepts, i.e. the right part 
of Fig. 1) describe assets and the criteria which guarantee asset 
security. An asset is anything that has value to the organization 
and is necessary for achieving its objectives. A business asset 
consists of information, processes, capabilities, or skills inherent 
to the business and core mission of the organization, and that is 
of value for it. An IS asset is a component of the IS supporting 
business assets, such as for example a database where 
information is stored. As described in the ISSRM literature [6], 
an IS is a composition of hardware, software, network, people 
and facilities. A security criterion is a security property or 
constraint, such as for example confidentiality, integrity and 
availability. A security objective is the application of a security 
criterion to a business asset (for example, the confidentiality of 
personal information).  

 

 
Fig. 1. The EAM-ISSRM integrated model 



Risk-related concepts (white concepts, i.e. the middle part of 
Fig. 1) present how the risk itself is defined. A risk is the 
combination of an event with a negative impact harming the 
assets. An impact describes the potential negative consequence of 
an event that may harm assets of a system or organization, when 
an event causing this impact occurs. An event is the combination 
of a threat and one or more vulnerabilities. A vulnerability is a 
characteristic of an IS asset or group of IS assets that can 
constitute a weakness or a flaw that can be exploited by a threat. 
A threat is a potential attack or incident, which targets one or 
more IS assets and may lead to the assets being harmed. A threat 
consists of a threat agent and an attack method. A threat agent is 
an agent that can potentially cause harm to IS assets. An attack 
method is a standard means by which a threat agent carries out a 
threat.  

Risk treatment-related concepts (dark grey concepts, i.e. the 
left part of Fig. 1) describe what decisions, requirements and 
controls should be defined and implemented in order to mitigate 
possible risks. A risk treatment is an intentional decision to treat 
identified risks, such as reducing risks through security 
requirements, sharing with another party the burden of loss from 
risks, etc. A security requirement is a desired property of an IS 
that contributes to a risk treatment. Controls (countermeasures or 
safeguards) are a designed means to improve security, specified 
by a security requirement, and implemented to comply with it. 

The integration of EAM in the ISSRM domain model 
improves the latter with two extensions [10], [11]: the 
introduction of the environment of the assets and the refinement 
of business and IS assets with EAM elements. It is composed by 
the following concepts (black concepts with white names in Fig. 
1): 

First, Environment is defined as the set of concepts 
composing the ISSRM context of the assets. It is composed of 
Constraint and Stakeholder, a constraint being usually (but not 
necessarily, e.g., environmental constraints) established by a 
stakeholder. Then, business elements specific to EAM 
approaches are used to refine business assets. Application 
element and Technology element are specifications of IS assets, 
as well as Organization, Location, and Actor, despite being most 
often considered as business-related elements in EAM 
approaches. However, they are considered as IS assets from an 
ISSRM point of view, because they are part of the IS processing 
information, and thus potentially targeted by security threats or 
source of vulnerabilities, as depicted in Fig. 1 

B. The Risk and Security Overlay of the ArchiMate language 

The Risk and Security Overlay (RSO) of the ArchiMate 
language is described in a White Paper published in January 2015 
and entitled “Modeling Enterprise Risk Management and 
Security with the ArchiMate Language” [14]. This White Paper, 
a joint project of The Open Group ArchiMate Forum and The 
Open Group Security Forum, is a guidance on how to model 
enterprise risks and security with ArchiMate. It is not a so-called 
‘extension’ of ArchiMate, an extension of the language being 

defined as additional concepts coming with their own notation. 
The contribution of the white paper is called an ‘overlay’. Here, 
no additional notation is provided to support the new concepts. 
However, guidelines on how to use (or extend the use of) existing 
notations to support the newly introduced concepts are the core 
of the document. 

The overlay consists first in the introduction of 11 new 
concepts represented with existing notations (see Fig. 2): 

 

Fig. 2. The Risk and Security Overlay of the ArchiMate language (extracted 
from [14]) 

• Threat agent is modeled with the business actor 
construct, but other active structure element can be used 
(e.g. business role, application component, etc.)  

• Threat event (event with the potential to adversely 
impact an asset) as well as loss event (any circumstance 
that causes a loss or damage to an asset) are modeled 
with the business event construct and are considered as 
a specialization of it.  

• Vulnerability is modeled as a specialization of an 
assessment in the ArchiMate language, because 
considered as the result of analyzing the weaknesses of 
elements in the architecture. 

• Risk is also modeled with the assessment construct and 
considered as a specialization of it. 

• Risk / security driver are the criteria by which risks are 
analyzed and are represented with the driver construct. 

• Risk control objective and security control objective are 
specialization of the objective construct and aim at 
mitigating risks. They are designed from risks and 
risk/security drivers and further refined through security 
requirement and principle. 

• Security requirement and control measure are two 
specializations of the requirement construct, a control 



measure being more specific (i.e. close to the 
implementation) than a security requirement. 

• Security principle is considered here as a synonym of 
security policy and is modeled with the principle 
construct. 

Moreover, the Risk / security domain concept has also been 
added, represented with the ‘grouping’ notation (considered as a 
relationship in ArchiMate), and defined as “consisting of entities 
that share one or more characteristics relevant to risk 
management or security”. Finally, to represent ‘Asset at risk’ and 
‘Implementation of control measure’, the core concepts of 
ArchiMate can be used. Further details about the RSO and its 
components can be found in the dedicated White Paper [14]. 

III. ALIGNMENT OF THE EAM-ISSRM CONCEPTS WITH THE 

COMPONENTS OF ARCHIMATE SUGGESTED IN THE RSO 

The first step of our evaluation of the RSO as a notation for 
the EAM-ISSRM integrated model is performed at the level of 
completeness, i.e. the coverage that the RSO has with respect to 
EAM-ISSRM integrated model concepts. To do this, we first 
perform a mapping between the concepts of the EAM-ISSRM 
integrated model (first column of Table I) and the concepts of the 
RSO (second column of Table I). Concepts of the EAM-ISSRM 
integrated model are split into two classes:  

• Asset-related, risk-related and risk treatment-related 
concepts (white cells in first column of Table I) are in 
the scope of the RSO and thus a mapping is proposed 
with concepts of the EAM-ISSRM integrated model, 
when relevant. 

• Other concepts (grey cells in Table I) are concepts 
coming from the EAM extension of the ISSRM domain 
model and can thus directly be represented with 
ArchiMate core constructs. They are not in the specific 

scope of the RSO. ArchiMate constructs used to 
represent these concepts are already provided in the 
EAM-ISSRM integrated model (see Section II. A) and 
are reported in Table I (third column in Table I). 

The mapping is performed based on the definitions provided 
in the EAM-ISSRM integrated model [10], [11], [16] and the 
ones provided in the RSO [14]. For most of the concepts, this 
mapping is obvious and direct because the definitions are very 
close one to the other, and, regularly, the concepts share even the 
same name (e.g., risk, threat, vulnerability, threat agent, etc.). 
However, it is worth to note that the summary of the RSO 
depicted in Fig. 2 is not complete, and sometimes further 
information is given in the White Paper [14], especially: 

• Threat can be modeled as a driver instead of modeling 
threat agent and threat event as it sub-components 

• Sometimes the same concept of the RSO is called with 
different names within the document. We gathered these 
synonyms and mentioned them as part of the RSO 
concepts (second column of Table I). 

Second, for each concept of the RSO (second column of 
Table I), we report in the third column of Table I how the White 
Paper suggests modeling it with constructs from ArchiMate. As a 
consequence, we did not perform any alignment decision in this 
task, but we just report on the suggestions provided in the White 
Paper to represent RSO concepts. For some concepts, it is 
recommended (but not required, as also seen in the examples 
reported in the White Paper) to use a specialization of the 
traditional ArchiMate concept. In the provided examples, a 
specialization of a concept is represented as a <<stereotype>>-
notation, as in UML [17]. In the above case, we explicitly 
mention it in Table I (i.e. “Specialization of Concept”). 

TABLE I.  ALIGNMENT OF THE EAM-ISSRM CONCEPTS WITH THE CONSTRUCTS OF ARCHIMATE SUGGESTED IN THE RSO 

EAM-ISSRM integrated model Risk and Security Overlay of the ArchiMate 
language [14] Constructs from ArchiMate 2.1 [13] 

A
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ed
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pt
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Asset 

Asset at Risk Any core concept or combination of concepts   Business Asset 

IS Asset 

Security criterion Risk / security driver Driver 

Security objective Security control objective Goal 

Organization N/A 
Any core concept from the application layer, 

technology layer, or combination of them 

Location N/A Location 

Application element N/A Any core concept from the application layer 



Technology element N/A Any core concept from the technology layer 

Actor N/A Actor 

Business element N/A Any core concept from the business layer 

Environment N/A Principle, Stakeholder, or combination of them 

Constraint N/A Principle 

Stakeholder N/A Stakeholder 

R
isk

-r
el

at
ed

 c
on

ce
pt

s 

Risk Risk (Specialization of an) Assessment 

Impact Loss Event (Specialization of a) Business event 

Event N/A N/A 

Threat Threat Driver 

Vulnerability Vulnerability 
(Specialization of an) Assessment 

Attribute of an asset at risk or a risk domain 

Threat agent Threat agent 
Active structure elements (e.g., business actor, business 
role, application component, node, system software, or 

device) 

Attack method Threat event (Specialization of a) Business event 

R
is

k 
tr

ea
tm

en
t-r

el
at

ed
 

co
nc

ep
ts

 

Risk treatment Risk control objective Goal 

Security requirements 
Security requirement 

Requirement 
Control measure 

Control 

Implementation of control measure (also called 
Risk control, treatment and mitigation) 

Any core concept or combination of core concepts 
A grouping of a number of core concepts 

Security principle (also called Policy) (Specialization of) Principle 

As a conclusion of the alignment, the coverage of the EAM-
ISSRM integrated model by the RSO is complete apart from 
“Event”, concept not included in the RSO. However, we consider 
this lack as negligible because an event is defined in the EAM-
ISSRM integrated model as being (only) the composition of 
threat and vulnerability. Thus, modeling a threat (i.e. a threat 
agent performing a threat event) and its associated 
vulnerability(ies) is strictly equivalent as modelling an event. 

IV. ASSESSMENT OF THE COGNITIVE EFFECTIVENESS OF THE 

RSO WHEN MODELLING RISK AND SECURITY IN ARCHIMATE 

The second step of our evaluation of the RSO as a notation 
for the EAM-ISSRM integrated model is performed at the level 
of cognitive effectiveness [15], i.e. the effectiveness of our 
language to convey information to a target group composed of 
ISSRM practitioners, such a target group being usually not used 
to use EAM modelling languages like ArchiMate.  

Our assessment of the cognitive effectiveness of the RSO is 
based on the work of Moody that has established the foundation 

for a science of visual notation design called “The Physics of 
Notations” [15]. Moody has defined a set of nine principles for 
designing “cognitive effective visual notations”. These principles 
were constructed based on theory and empirical evidences about 
cognitive effectiveness of visual representation. They constitute 
what Moody calls the prescriptive theory for visual notation and 
allow shifting from unselfconscious into a subconscious process 
of visual notation design. Provided that Moody’s principles have 
already been used for evaluating the ArchiMate visual syntax 
[18], we have decided to use them for evaluating the RSO of 
ArchiMate. 

Hereafter, we analyze the cognitive effectiveness of the RSO 
through the nine principles elaborated by Moody. We first 
remind a short definition for each principle. Then, we report on 
the analysis of the cognitive effectiveness of ArchiMate 
performed by Moody in his technical report entitled “Review of 
ArchiMate: The Road to International Standardisation” [18]. To 
report on the analysis of ArchiMate is of great help to support the 
analysis of the RSO, the latter exploiting existing constructs of 



ArchiMate for modelling risk and security. Finally, we suggest 
an analysis of the RSO that extends the review of ArchiMate. 

A. Principle of semiotic clarity 

Definition: There should be a 1:1 correspondence between 
semantic constructs and graphical symbols. 

ArchiMate: ArchiMate does not achieve the semiotic clarity 
principle because of two issues: 

Symbol redundancy: Symbol redundancy occurs when 
multiple graphical symbols can be used to represent the same 
semantic construct [15]. Moody has identified 10 instances of 
symbol redundancy in ArchiMate. Moreover, relationships can 
also be graphically represented in multiple ways: for example 
inheritance can be shown via nesting or explicit links [18].  

Symbol overload: Symbol overload occurs when the same 
graphical convention can be used to represent different types of 
semantic constructs. In ArchiMate, the same graphical 
convention (spatial enclosure) can be used to show a range of 
different relationship types: inheritance, assignment, aggregation, 
composition, and grouping [15].  

RSO: In the RSO, all of the new concepts are represented 
using existing graphical notations, i.e. already used to represent 
other concepts. For example, the risk concept is defined as a 
specialization of Assessment, however the symbol used to 
represent a risk is identical to the one used to represent an 
assessment, although their meaning is different. Another example 
is that a blue hexagon is used to represent a set of concepts from 
the RSO (security requirement, control objective, security 
principle, etc.) while it is already used to represent four concepts 
of the motivational extension of ArchiMate (goal, requirement, 
constraint, and principle). As a conclusion, the RSO adds 11 
instances of symbol overload. No additional symbol redundancy 
(i.e. excluding those inherited from the core ArchiMate) has been 
noticed. 

Another issue related to semiotic clarity is “Symbol deficit”. 
It occurs when there are semantic constructs that are not 
represented by any graphical symbol. As concluded in Section 
III, the coverage of the EAM-ISSRM integrated model by the 
RSO is complete apart from Event, concept not included in the 
RSO. The RSO adds thus one symbol deficit if we consider that 
each concept of the integrated model is worth to be represented 
(that is an arguable statement as concluded in Section III).  

B. Principle of perceptual discriminability 

Definition: Different symbols should be clearly 
distinguishable from each other. Discriminability is primarily 
determined by the visual distance between symbols. Visual 
distance between symbols occurs when these symbols differ on a 
sufficient number of visual variables (e.g., shape, size, color, 
position, etc.) [15]. 

ArchiMate: In ArchiMate, two issues have been highlighted 
with regards to perceptual discriminability. First, a large 

perceptual distance often exists between different symbols to 
represent the same construct [18]. For example, a business role 
may be represented by a rectangle or by a cylinder, and a 
business process may be represented by a rounded rectangle or 
by an arrow shape. Secondly, there are small perceptual distances 
between symbols used to represent different constructs [18]. For 
instance: both the business actor and the system software are 
represented by a rectangle, although there is an additional small 
symbol in the upper right corner to distinguish both of them. 
Nevertheless, the most perceptible shape is the rectangle (or, in 
general, the global shape of the construct) and not the small 
symbol in the upper right corner, leading to a weak 
discriminability. 

RSO: In the RSO, four shapes and three colors are used to 
represent 11 concepts. More specifically, when combining shapes 
and colors, four different symbols are used (yellow rectangle, 
yellow rounded arrow, purple hexagon, and blue hexagon) to 
represent the 11 introduced concepts. Like in ArchiMate, small 
symbols are also used in the upper right corner of the symbols to 
distinguish them (e.g., a magnifying glass to identify the 
Assessment construct used to represent Vulnerability and Risk, a 
helm to identify the Driver construct used to represent Risk / 
security driver, etc.).  

C. Principle of semantic transparency 

Definition: Visual representations whose appearance suggests 
their meaning should be used. In other words, the meaning of a 
symbol should be understood by looking at its representation. 

ArchiMate: In ArchiMate, only one iconic shape (i.e. symbol 
which perceptually resemble the object it represents) is provided: 
the alternative representation of a business actor that is a 
stickman [18]. Other constructs are represented using “neutral” 
shapes or even confusing ones, like, e.g., the cylinder shape that 
represents Business role but which is usually associated to a 
database. ArchiMate uses spatial enclosure but the latter may 
have different meanings (e.g., inheritance, assignment, 
aggregation, etc.) and, as a result, loses its value. 

RSO: In the RSO, no iconic shape is introduced. Existing 
“neutral” shapes of ArchiMate are reused. 

D. Principle of complexity management 

Definition: Explicit mechanisms for dealing with complexity 
should be included, such as modularization (divide large models 
into smaller ones linked together) or hierarchy (use of levels of 
abstraction). 

ArchiMate: ArchiMate provides only one way of managing 
complexity: layering. This is done by grouping constructs of the 
same type within a higher level construct or using the grouping 
construct. However, it does not remove the constraint of showing 
everything on a single diagram. Views help to manage 
complexity by focusing on specific aspects of an architecture 
model. Moreover, hierarchical structuring can be performed at 
the level of diagrams, when separating in a hierarchical manner 



the different components of each layer (business, application and 
technology) when drawing a model [18]. 

RSO: The RSO introduces the ‘risk / security domain’, used 
to group together the new concepts. However, despite the 
introduction of the ‘risk / security domain’, it is difficult to 
comply with the following rule: 7 ± 2 “bubbles” per diagram 
(consistent with the known limits of working memory and 
recommended by Moody in this principle [15]) with 11 new 
concepts that can be used and should be integrated with 
‘traditional’ ArchiMate models, as shown in the examples 
provided [14]. No guidelines are provided in the sense that 
modularity shall be used when modelling risk and security with 
the RSO. The RSO could have been enhanced with, e.g., the 
introduction of specific views. Hierarchy could also have been 
introduced, for example with a top down analysis such as Asset – 
Risk – Risk treatment, but no recommendations of this kind have 
been done and the examples provided represent the new concepts 
on a single diagram. 

E. Principle of cognitive integration  

Definition: Explicit mechanisms to support integration of 
information from different diagrams should be included. This 
principle only applies when multiple diagrams are used to 
represent a system and is closely related to the principle of 
complexity management, when modularity is used. However, it 
can still apply if modularity is not used in order to integrate 
diagrams of different types. 

ArchiMate: ArchiMate addresses the cognitive integration 
using the concept of view. A view is defined in ArchiMate as 
“part of an architecture description that addresses a set of 
related concerns and is addressed to a set of stakeholders”. 
Moreover, “views are specified by viewpoints. Viewpoints define 
abstractions on the set of models representing the enterprise 
architecture, each aimed at a particular type of stakeholder and 
addressing a particular set of concerns.” ArchiMate proposes 16 
different views (potentially completed with views designed by 
the user itself) which, according to Moody [18], creates 
enormous problems of cognitive integration. Moody observes 
indeed a lot of overlaps between the standard views as well as 
high levels of graphic complexity (see the principle of Graphic 
economy). As a conclusion, the mechanisms introduced in 
ArchiMate do not simplify the system effectively and sometimes 
make it more complex. 

RSO: The RSO does not suggest any additional viewpoint. 
However, the user is free to define yet another view related, e.g., 
to risk and security management, that could contribute in 
strengthening cognitive integration issues.  

F. Principle of visual expressiveness 

Definition: The full range and capacities of visual variables 
should be used. Visual variables are shape, size, color, 
brightness, orientation, and texture for retinal variables, and 
horizontal and vertical position for planar variables. It is worth to 

note that perceptual discriminability and visual expressiveness 
are very close to each other but however different. The first aims 
at measuring the visual variation between symbols and the 
second aims at measuring the visual variation across the entire 
visual vocabulary. As a result, the same variables are potentially 
considered in the analysis of both principles. 

ArchiMate: Among the eight visual variables available, 
ArchiMate uses a wide range of them (4 variables are used), and 
outperforms most IT diagramming notations on this criterion 
[18]. A suggestion to improve visual expressiveness of 
ArchiMate is to use in addition spatial location to encode 
information. 

RSO: The RSO reuses the symbols used in ArchiMate, and 
the introduction of additional ones has been considered as 
unnecessary. The visual expressiveness of the RSO is thus 
equivalent to the one of ArchiMate. 

G. Principle of dual coding 

Definition: Text should be used to complement graphics. 

ArchiMate: ArchiMate does not support annotations (i.e. 
textual explanations which may be included in the diagrams). 
Some ArchiMate tools for drawing diagrams allow making 
annotations, but annotations are not defined at the language level. 
Labels may be associated to most concepts, but this is mainly a 
diagram level consideration.  

RSO: In the examples provided to illustrate the RSO, specific 
and detailed labels are used to name the diagram elements. 
Stereotypes are furthermore used to specify ArchiMate concepts 
in a risk and security context.  

H. Principle of graphic economy 

Definition: The number of different graphical symbols should 
be cognitively manageable. The graphic complexity is defined by 
the number of different graphical conventions used in a notation 
(i.e. number of legend entries) and should thus be limited. 

ArchiMate: In ArchiMate, the graphic complexity of most 
views exceeds the “span of absolute judgment” or the ability to 
discriminate between perceptually distinct alternative which is 
around six categories. Some views such as Actor cooperation, 
Business process or Service realization have a graphic 
complexity of more than 20 (i.e. more than 20 different symbols 
can be used in each of these views). Among the 16 standard 
ArchiMate views, only one (Period view) has a graphic 
complexity below 6.  

RSO: In the RSO, no additional view has been introduced. 
Thus, if the additional concepts are integrated in existing views, 
it increases the graphic complexity. The definition of a risk and 
security view with a limited number of entries could respect the 
principle of graphic economy, but is considered as out of scope in 
this paper because nor introduced nor discussed in the RSO. 



I. Principle of cognitive fit 

Definition: Different visual dialects should be used for 
different tasks and audiences. 

ArchiMate: The ArchiMate language exhibits a visual 
monolinguism in that it does not provide specific language for 
specific audience. Whatsoever, it is worth to say that some 
concepts of the framework may be expressed using two options: 

• A dedicated shape for the concepts in the color of the 
layer it is associated to, e.g. the arrow for the process, 
the cylinder for the business role, etc. 

• A rectangle, in the color of the layer it is associated to, 
with the shape corresponding to the concepts in small 
and in the upper right corner. 

As far as we know, ArchiMate does not to provide any 
explanation regarding the use of these two options. 

RSO: In the RSO, the new risk and security concepts that are 
introduced are mapped to existing visual notations. A 
contextualization of the language for specific audience is not 
provided. 

J. Conclusions on the Cognitive Effectiveness Assessment 

In the evaluation of the ArchiMate visual notation performed 
by Moody [18], a set of positive aspects have been noticed in the 
language (e.g., the use of a wide range of visual variables 
regarding visual expressiveness). However, 9 negative aspects 
have been noticed, coming with a set of 36 recommendations to 
improve the cognitive effectiveness of the language. The 
conclusion drawn is that the visual notation of ArchiMate has 
some flaws and that it cannot be considered as perceptually and 
cognitively optimal. 

After having discussed the cognitive effectiveness of the RSO 
through each of the nine principles elaborated by Moody, the 
same conclusion can be drawn for it because, although the RSO 
is better than ArchiMate on one principle, it is strictly equivalent 
or worse for the eight others. In more details: 

• The RSO is better than ArchiMate on one principle: dual 
coding. Indeed, specific and detailed labels are used as 
well as stereotypes, used to specify ArchiMate concepts 
in a risk and security context.  

• The RSO is strictly equivalent to ArchiMate on four 
principles: semantic transparency, cognitive integration, 
visual expressiveness, and cognitive fit. Modelling with 
the RSO does not add or modify anything in relation to 
these principles with regards to the proper use of 
ArchiMate.  

• The RSO has a negative impact on four principles: 
semiotic clarity, perceptual discriminability, complexity 
management, and graphic economy. For these principles, 
the RSO basically inherits from the negative aspects of 

ArchiMate and aggravates them by adding new concepts 
coming with the same weaknesses.  

Regarding threats to validity of this assessment, three of them 
have been identified: 

1. The analysis performed for the RSO is subjective, 
because performed (only) by the authors of this article.  

To reduce the biases coming from this aspect, the approach 
taken here is intentionally based on the conclusions drawn by 
Moody during his analysis of ArchiMate. Thus, instead of 
elaborating conclusions from scratch on the cognitive 
effectiveness of the RSO, we decided to derive them from the 
analysis performed by Moody on ArchiMate, this analysis 
considered as reliable, Moody having elaborated the nine 
reference principles. However, we acknowledge that some 
subjectivity remains even if we used such an approach. 

2. The analysis performed for the RSO is subjective, 
because it relies only on qualitative statements and not on 
any quantitative analysis that would be best suited to 
provide clear-cut conclusions on the cognitive 
effectiveness level of the RSO. 

Although some research works have been initiated to 
formalize and operationalize the use of Moody’s principles [19], 
[20], it remains non-mature proposals focused on small samples 
of modelling languages. Thus, the use of such a qualitative 
analysis has been considered as the most suited approach to 
analyze the RSO as a whole. 

3. The analysis performed is based on ArchiMate 2.1 and 
not on ArchiMate 3.0 that is the last published and up-to-
date version of the ArchiMate standard. 

The RSO being built on top of ArchiMate 2.1, it was 
necessary to use it as the reference for our analysis. It would be 
interesting to integrate in the analysis the potential improvements 
in terms of cognitive effectiveness adopted in ArchiMate 3.0 
(e.g., the introduction of a new spatial enclosure named Grouping 
and whose objective is to “aggregate or compose concepts that 
belong together based on some common characteristic” should 
improve semiotic clarity and complexity management). However, 
it is worth to note than nothing specific to risk and security has 
been introduced in ArchiMate 3.0 and that the RSO remains thus 
the only dedicated proposal in our scope of interest. 

V. RELATED WORK 

This section reviews first the visual syntaxes that have 
already been evaluated on the basis of Moody’s principles and 
second, the other approaches that can be used for such 
evaluations. 

A. Other languages already evaluated with Moody’s principles 

Moody’s principles have already been experienced for 
analyzing a set of languages and visual notations amongst which, 
e.g., UML, i*, SEAM, BPMN and Misuse Cases. Although the 



UML language semantics has benefit of many researches and 
refinements, the visual aspect and the visual notations of this 
language was not a central concern for the software engineering 
community. Acknowledging this weakness, thirteen UML 
diagram types were evaluated using Moody’s theory [21]. The 
conclusion of the evaluation revealed that radical changes are 
required to improve and to make effective most of the UML 
visual notations, especially regarding the class diagram which has 
been considered by the authors as the worst of all. In [22], a 
symbol-by-symbol systematic analysis of i* visual syntax was 
achieved and has revealed important shortcomings of this goal-
oriented language. Weaknesses were observed for example at the 
level of the perceptually discriminability criterion given the use 
of shapes from different shape families, or at the level of the 
semantic transparency criterion, due to the difficulty, for a novice 
user, to refer to shapes and colors without the appropriate 
explanation. In the field of EA models, Systemic Enterprise 
Architecture Methodology (SEAM) is a tool aiming at analyzing 
and designing business and IT systems involving various 
stakeholders. Popescu and Wegmann [23] appraise the visual 
notation of this methodology using Moody’s principles. The 
result of SEAM’s visual notation assessment is that six over nine 
principles need to be improved, amongst which especially: the 
semantic transparency, the visual expressiveness, the semiotic 
clarity and the graphic economy. Interestingly, Popescu and 
Wegmann also propose an analysis of Moody’s theory [15] and 
highlight some deficiencies like, e.g., the fact that no distinction 
between various contexts (business and IT models) is possible, 
that theory only focuses on the final models and the process of 
creating them is not taken into account, and finally that some 
principles sometimes overlap each other. The Business Decision 
Modeling (BDM) is a conceptual model for specifying the data 
structures necessary to represent a business model, as well as for 
designing the operational or informational systems. The seven 
first principles of the visual notation theory were exploited to 
examine and to enhance the visual representation of business 
rules and business decisions set forth by this approach [24]. 
Genon et al. analyzed BPMN 2.0 process modelling notations 
[25]. Therefore, the nine principles were applied to carry out a 
symbol-by-symbol systemic analysis of the process diagram. The 
analysis highlights in addition a lack of consideration for 
scientific principles of notation design. Likewise, Genon et al. 
also analyze the strengths and weaknesses of Use Case Maps 
(UCM) visual notation and accordingly suggest few ideas for 
improvements [26]. Based on their experiences, the authors 
propose some observations associated with the use of Moody’s 
principles, amongst which, the fact that many principles represent 
conflicting goals, that the deployment of the approach is time 
consuming and that training is essential to correctly apprehend it. 
In the area of specifying functional security requirements, Saleh 
et al. [27] present an evaluation of the design of the original 
Misuse Case modeling notation and suggest a set of 
improvements including the usage of colors and icons which 
improve the readability of Misuse Case diagrams. 

B. Other approaches to evaluate visual syntax 

Many frameworks exist to support visual syntax assessment. 
The SEQUAL framework, developed by Krogstie et al. [28], 
addresses the quality of every aspects of a modelling language 
through several qualities. Putting the focus on visual syntax, 
SEQUAL is considered as lacking some concrete guidelines to 
design effective visual notations, as argued by Genon [29]. Frank 
addresses the visual notation design in the context of the 
Domain-Specific Modeling Language (DSML) which represents 
the concepts and constraints of a well-defined domain-level 
knowledge [30]. Seven processes compose Frank’s process 
model, respectively: clarification of scope and purpose, analysis 
of generic requirements, analysis of specific requirements, 
language selection, design of graphical notation, development of 
a modeling tool, and evaluation and refinement. Regarding the 
design of graphical notations, the guidelines provided are built on 
the author’s own experience and on the respective literature 
analysis, are: built semantic categories of concepts, create generic 
symbols for each category, graphical difference between symbols 
is a function of the semantic difference (that guideline 
corresponds to the visual distance advocated by Moody), prefer 
icons to shapes, combine shape, color and text effectively, avoid 
symbol overload, avoid redundant symbols, represent monotonic 
semantic features through compositions of symbols and finally, a 
graphical notation should include symbols that allow for reducing 
diagram complexity. However, the approach developed by Frank 
aim at being applied during the design of the graphical notation. 
Guizzardi et al. propose an ontology-based assessment and 
design method of domain-specific visual modeling languages 
[31]. This method aims at evaluating, on the one hand, the 
language ability to support the users in communicating and 
reasoning with the produced models and on the other hand, its 
truthfulness and appropriateness to the domain which it is 
supposed to represent. Kleppe introduces and explains the factors 
that influence an effective domain specific language design and 
proposes a design strategy for language creation [32]. She 
addresses the problem through the lens of a clear description of 
the concepts in relation to the problem domain, as established 
through our EAM-ISSRM integrated model. In [33], Selic argues 
that the profile mechanisms of UML provide a powerful 
capability to define new DSMLs and proposes a method for 
defining profiles which disjoins the DSML definition from the 
profile definition, achieving thereby an important separation of 
concerns. In that regard, Giachetti et al. [34] argue that several 
model driven development approaches have defined DSML for 
representing specific semantics and therefore have tried to use 
UML as DSML, by using UML profiles. Provided that no UML 
profile generation process seems to exist in the literature, the 
authors proposed a process that integrates a DSML into UML 
through the automatic generation of a UML profile. Finally, 
several tools exist to support the development of DSML. Amyot 
et al. [35] evaluated five of them (GME, Tau G2, RSA, 
XMFMosaic, and Eclipse with GEF and EMF) under the 
perspective of how well they can be used to generate graphical 
editors for the Goal-oriented Requirement Language (GRL) and 
following well defined criteria, i.e. graphical completeness, 



usability, development effort, handling of language evolution, 
integration with other languages, and analysis capabilities. Once 
again, these approaches are developed to be used during design 
time of a modelling language and are less suited to the evaluation 
of an existing visual notation. 

VI. CONCLUSION AND FUTURE WORK 

In this paper, we evaluated the support proposed by the RSO 
to represent graphically our EAM-ISSRM integrated model. The 
evaluation of the RSO visual notation has been done at two 
different levels: completeness with regards to the EAM-ISSRM 
integrated model (Section III) and cognitive effectiveness, 
relying on the nine principles established by Moody [15], [18] 
(Section IV). Regarding completeness, the coverage of the EAM-
ISSRM integrated model by the RSO is complete apart from 
“Event”. As discussed in Section III, this lack is negligible and 
we can consider the RSO as an appropriate notation to support 
the EAM-ISSRM integrated model from a completeness point of 
view. Regarding cognitive effectiveness, many gaps have been 
identified with regards to the nine principle established by 
Moody. Although no quantitative analysis has been performed to 
objectify this conclusion, the RSO can decently not be considered 
as an appropriate notation from a cognitive effectiveness point of 
view and there is room to propose a notation better on this aspect. 

This paper is focused on assessing the RSO without 
suggesting improvements based on the conclusions drawn. As a 
consequence, our objective for future work is to propose a more 
cognitive effective visual notation for the EAM-ISSRM 
integrated model. The approach currently considered is to 
operationalize Moody’s principles into concrete metrics and 
requirements, taking into account the needs and profile of the 
target group of our notation (information security risk managers) 
through personas development [36] and user experience map 
[37]. With such an approach, we will be able to make decisions 
on the necessary trade-offs about our visual syntax, taking care of 
a specific context. We also aim at validating our proposal(s) with 
the help of tools and approaches extracted from cognitive 
psychology research applied to HCI domain (e.g., eye tracking, 
heuristic evaluation, user experience evaluation…). 
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